
G U I D E  ·  CY B E R S EC U R I T Y

M365 Security Hardening
Guide
20 settings that matter

Twenty Microsoft 365 security settings that should be enabled by default but

usually aren't — with the exact admin path for each, what it does, why it's

commonly off, and the license tier that unlocks it.

01 Identity & access (Entra) 6 settings

02 Email & Defender 5 settings

03 Device compliance (Intune) 5 settings

04 Data protection (Purview) 4 settings
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0 1  —  I D E N T I T Y  &  AC C E S S  ( E N T R A )

Lock down sign-in before anything else

Most Microsoft 365 compromises start with a sign-in, not an exploit. The human element was involved

in 60% of breaches. Verizon DBIR 2025 These six Entra settings close the doors attackers actually use. Work

through them in order — settings 1 through 3 are the baseline; 4 through 6 raise the ceiling.

A note on portals before you start: Microsoft splits administration across four consoles. Identity lives at

entra.microsoft.com, email and threat protection at security.microsoft.com, device management at

intune.microsoft.com, and data governance at purview.microsoft.com. Every path in this guide names the

portal first. Microsoft moves menu items between releases; if a path has shifted, the portal and section name

will still get you within one click.

1. Security defaults — or a Conditional Access baseline, not neither

entra.microsoft.com → Identity → Overview → Properties → Manage security defaults

Security defaults enforce MFA registration for all users, block legacy authentication, and require extra

verification for privileged actions — one toggle, no per-policy tuning. Conditional Access

(entra.microsoft.com → Protection → Conditional Access) replaces it with granular policies, but the moment

you enable your first CA policy, security defaults must be turned off — and many tenants end up with one

weak CA policy and no defaults, which is worse than either option alone.

Why it's commonly off: tenants created before late 2019 never had defaults applied, and tenants that

"graduated" to Conditional Access often left coverage gaps behind. Audit which regime you are actually in.

License: Security defaults are included at every tier. Conditional Access requires Entra ID P1 — included in Business Premium,

E3, and E5.

2. Require MFA for all users — via policy, not per-user toggles

entra.microsoft.com → Protection → Conditional Access → Policies → New policy from template → Require

multifactor authentication for all users

A Conditional Access policy that requires MFA on every sign-in, for every user, across every cloud app.

Microsoft ships this as a ready-made template; you scope it, exclude a documented break-glass account, run

it in report-only mode for a week, then enforce.

Why it's commonly missed: many tenants still rely on legacy per-user MFA (enabled user by user from the old

admin portal) or on MFA prompts only for admins. Per-user MFA leaves new accounts unprotected until

someone remembers to flip the switch. CISA notes that over 90% of successful cyber-attacks start with a

phishing email CISA — and a phished password without MFA is a finished attack.

License: Entra ID P1 (Business Premium, E3, E5). Prefer phishing-resistant methods — passkeys/FIDO2 or Windows Hello for

Business — over SMS where users can support them.
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3. Block legacy authentication

entra.microsoft.com → Protection → Conditional Access → New policy → Conditions → Client apps → Exchange

ActiveSync clients + Other clients → Block access

Legacy protocols (IMAP, POP3, SMTP AUTH, older ActiveSync) cannot perform MFA. An attacker with a valid

password can use them to walk straight past your MFA policy. This CA policy blocks those protocols at sign-in.

Why it's commonly off: Microsoft disabled basic authentication for most Exchange Online protocols in 2022–

2023, so many admins assume the problem is solved — but SMTP AUTH can still be enabled per-mailbox (often

for scanners and line-of-business apps), and without an explicit block policy, exceptions accumulate silently.

Check the sign-in logs (entra.microsoft.com → Identity → Monitoring & health → Sign-in logs, filter by client

app) before enforcing, then migrate any legitimate senders to modern authentication or a dedicated relay.

License: Entra ID P1 (Business Premium, E3, E5).

4. Admin role separation — with just-in-time elevation where licensed

entra.microsoft.com → Identity governance → Privileged Identity Management

Privileged Identity Management (PIM) makes admin roles eligible rather than permanently assigned: an admin

requests elevation, gets the role for a fixed window with justification logged, and drops back to a standard

user afterward. This shrinks the window in which a compromised admin account is actually an admin account.

Why it's commonly missed: PIM is license-gated, so most mid-size tenants never open the blade — and then

skip the unlicensed half of the control too. Even without PIM you should: keep Global Administrator

assignments to a handful of accounts, use cloud-only accounts for admin work (separate from the user's daily

mailbox account), and assign least-privileged roles (Exchange Administrator, User Administrator) instead of

Global Admin by default, via entra.microsoft.com → Identity → Roles & administrators.

License: PIM requires Entra ID P2 — included in E5, or as the Entra ID P2 add-on. Not included in Business Premium or E3. Role

separation itself costs nothing.

5. Self-service password reset with combined registration

entra.microsoft.com → Protection → Password reset → Properties

SSPR lets users reset their own password after verifying with registered methods, instead of calling a help

desk that may or may not verify who is calling. Combined registration enrolls users for SSPR and MFA in one

flow, so you get both from a single onboarding prompt.

Why it's commonly off: SSPR ships set to None for cloud tenants that never ran the setup, and help-desk

resets persist out of habit. Help-desk password resets are also a known social-engineering target — attackers

impersonate employees to support staff. SSPR with strong registered methods removes that conversation

entirely. If you run hybrid identity, also enable password writeback (same blade → On-premises integration)

so cloud resets sync back to Active Directory.

License: Cloud-only SSPR is included broadly; password writeback for hybrid environments requires Entra ID P1 (Business

Premium, E3, E5).
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6. Sign-in and user risk policies

entra.microsoft.com → Protection → Identity Protection → Sign-in risk policy / User risk policy

Identity Protection scores every sign-in (impossible travel, anonymized IP, token anomalies) and every user

(leaked credentials). Risk policies act on those scores automatically: require MFA on a risky sign-in, force a

password change on a high-risk user, or block outright. Microsoft recommends building these as Conditional

Access policies with risk conditions (entra.microsoft.com → Protection → Conditional Access → New policy

→ Conditions → Sign-in risk) rather than the standalone legacy policies, so they appear in one place with the

rest of your CA estate.

Why it's commonly off: this is a P2 feature, and tenants on Business Premium or E3 see the detections but

cannot act on them automatically. If that is your tier, schedule a weekly review of the Risky users and Risky

sign-ins reports instead — the data is still partially visible, and a manual review beats no review.

License: Entra ID P2 (E5, or P2 add-on). Not in Business Premium or E3.
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0 2  —  E M A I L  &  D E F E N D E R

Harden the channel attacks actually arrive on

Email remains the cheapest way into a regulated firm. The FBI logged $2.77B in business email

compromise losses across 21,442 complaints in 2024. FBI IC3 2024 Internet Crime Report These five settings

cover impersonation, malicious links and attachments, sender authentication, and the visual cues your

users rely on.

7. Anti-phishing impersonation protection

security.microsoft.com → Email & collaboration → Policies & rules → Threat policies → Anti-phishing

Defender's anti-phishing policy detects lookalike senders: display names that match your executives,

domains one character off from yours, and first-contact senders. Mailbox intelligence learns each user's

normal correspondents and flags deviations. Actions range from moving to junk to full quarantine.

Why it's commonly missed: the default policy exists, but impersonation protection ships with an empty

protected-users list. Until you add your managing partner, CFO, and anyone with wire authority by name —

and add your own domains to protected domains — the most valuable part of the policy does nothing. Open

the policy, add protected users and domains, and enable mailbox intelligence-based impersonation

protection.

License: Impersonation protection requires Defender for Office 365 Plan 1 — included in Business Premium and E5; an add-on

for E3. EOP-only tenants (E3 without the add-on) get basic spoof protection but not impersonation settings.

8. Safe Links

security.microsoft.com → Email & collaboration → Policies & rules → Threat policies → Safe Links

Safe Links rewrites URLs in email, Teams, and Office documents, and checks each one at click time rather

than only at delivery. This defeats the common pattern where a link is clean when scanned and weaponized an

hour later. Configure it to apply real-time URL scanning, wait for scan completion before opening, and prevent

users from clicking through warnings.

Why it's commonly missed: Microsoft's Built-in protection preset applies a baseline Safe Links policy to

licensed users, so the blade looks "done." But the built-in baseline allows click-through on warnings and does

not cover every scenario; a custom policy scoped to all users, with click-through disabled and Teams

protection on, is the actual hardened state. Verify with the configuration analyzer (Threat policies →

Configuration analyzer).

License: Defender for Office 365 Plan 1 (Business Premium, E5; add-on for E3).
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9. Safe Attachments — including SharePoint, OneDrive, and Teams

security.microsoft.com → Email & collaboration → Policies & rules → Threat policies → Safe Attachments

Safe Attachments detonates email attachments in a sandbox before delivery and blocks anything that

behaves maliciously — catching payloads that signature-based scanning misses. Set the action to Block.

Then open Global settings at the top of the same blade and turn on Safe Attachments for SharePoint,

OneDrive, and Microsoft Teams, which scans files at rest in those services.

Why it's commonly missed: two reasons. The mail policy is sometimes left in Monitor mode from an old pilot

and never moved to Block. And the SharePoint/OneDrive/Teams toggle is a separate global setting that does

not come along with the mail policy — internal file shares stay unscanned while everyone assumes they're

covered.

License: Defender for Office 365 Plan 1 (Business Premium, E5; add-on for E3).

10. DKIM signing and a DMARC record for every sending domain

security.microsoft.com → Email & collaboration → Policies & rules → Threat policies → Email authentication

settings → DKIM

DKIM cryptographically signs outbound mail so receivers can verify it came from your domain unaltered.

DMARC (a TXT record named _dmarc at your DNS host) tells receivers what to do when SPF and DKIM fail —

and sends you reports on who is spoofing you. Together they make your domain hard to impersonate to the

outside world.

Why it's commonly off: Microsoft signs your default onmicrosoft.com domain automatically, but DKIM for

custom domains requires you to publish two CNAME records and click Enable per domain — a step most

setups skip. DMARC is purely a DNS record, so no portal ever prompts for it. Start DMARC at p=none to collect

reports, identify legitimate third-party senders, then move to quarantine and reject.

License: No gate — included with every Exchange Online tier. This is configuration effort, not spend.

11. External sender tagging and outbound forwarding control

admin.exchange.microsoft.com → Mail flow → Rules (tagging) · security.microsoft.com → Threat policies →
Anti-spam → Anti-spam outbound policy (forwarding)

Two settings that close BEC's favorite tricks. First, tag external mail: either a mail flow rule that prepends

[External] to subjects from outside the organization, or Exchange Online's native external-sender callout in

Outlook (enabled via PowerShell: Set-ExternalInOutlook -Enabled $true). Users spot a spoofed "internal"

email faster when real internal mail is never tagged. Second, in the anti-spam outbound policy, set automatic

forwarding to Off — attackers who compromise a mailbox routinely add a silent forward to an external address

to monitor invoices and payment threads.

Why it's commonly missed: neither is on by default, both live outside the blades admins visit weekly, and

forwarding rules created by an attacker are invisible to the user whose mailbox they sit in.

License: No gate — included with every Exchange Online tier.
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0 3  —  D E V I C E  COM P L I A N C E  ( I N T U N E )

No managed device, no access

Identity controls assume the device entering the credential isn't already compromised. These five

Intune settings establish what a trustworthy device looks like — and setting 16 is the one that makes

the other four enforceable.

12. Enrollment plus a compliance baseline

intune.microsoft.com → Devices → Enrollment (enrollment) · Devices → Compliance → Policies (baseline)

Automatic enrollment joins company Windows devices to Intune when they join Entra ID, so management isn't

a manual step anyone can forget. A compliance policy then defines minimum health: OS version floor, firewall

on, antivirus active, no jailbreak/root on mobile. Compliance state feeds Conditional Access (setting 16).

Why it's commonly missed: tenants license Intune but never finish setup — devices are Entra-joined yet

unenrolled, or enrolled with zero compliance policies assigned. Also check Devices → Compliance →

Compliance settings and set Mark devices with no compliance policy assigned as: Not compliant. The default

treats unpoliced devices as compliant, which quietly exempts everything you missed.

License: Intune Plan 1 — included in Business Premium, E3, and E5.

13. BitLocker enforcement with key escrow

intune.microsoft.com → Endpoint security → Disk encryption → Create policy → Windows → BitLocker

Full-disk encryption on every Windows device, deployed as policy rather than per-machine setup, with

recovery keys escrowed automatically to Entra ID. A lost laptop becomes a hardware loss instead of a

reportable data incident — for a regulated firm, that distinction is the difference between an insurance claim

and a breach notification analysis.

Why it's commonly missed: modern Windows devices often self-encrypt, so admins assume coverage — but

self-encryption depends on hardware support and a Microsoft account sign-in, and without escrow, a

recovery key nobody stored means a wiped machine. Policy-based BitLocker makes encryption uniform and

the keys recoverable. Pair it with a compliance rule requiring encryption (setting 12) so unencrypted devices

show as noncompliant.

License: Intune Plan 1 (Business Premium, E3, E5). BitLocker itself requires Windows Pro or Enterprise editions.
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14. Screen lock and PIN requirements

intune.microsoft.com → Devices → Compliance → Create policy → System Security

Compliance policy settings that require a password or PIN to unlock, set a minimum length, and force the

screen to lock after a defined idle period — on Windows, macOS, iOS, and Android alike. Unglamorous, and the

first thing a client auditor or insurance underwriter asks to see evidenced.

Why it's commonly missed: everyone assumes users lock their screens; nobody can prove it. In offices that

host clients, opposing counsel, or patients, an unlocked unattended screen is a confidentiality exposure no

firewall addresses. Policy plus compliance reporting turns "we tell people to lock their screens" into "here is

the enforcement record."

License: Intune Plan 1 (Business Premium, E3, E5).

15. App protection policies for mobile (MAM)

intune.microsoft.com → Apps → App protection policies

App protection policies wrap corporate data inside managed apps — Outlook, Teams, OneDrive — on personal

phones without enrolling the whole device. You can require an app PIN, encrypt app data, block copy/paste

into personal apps, and selectively wipe company data when someone leaves, all without touching their

photos or personal accounts.

Why it's commonly missed: firms frame mobile as a binary — full MDM enrollment (which staff resist on

personal phones) or nothing — and choose nothing. MAM is the middle path, and for partner-track

professionals reading privileged email on personal iPhones, it is usually the only control that will actually get

adopted. Enforce it by requiring an approved client app or app protection policy in Conditional Access.

License: Intune Plan 1 (Business Premium, E3, E5).

16. Block noncompliant devices via Conditional Access

entra.microsoft.com → Protection → Conditional Access → New policy → Grant → Require device to be marked as
compliant

This is the setting that gives settings 12–15 teeth. A Conditional Access policy requiring compliant devices

means a machine that drifts out of policy — encryption off, OS too old, antivirus disabled — loses access to

Microsoft 365 until it remediates. Without it, compliance is a dashboard, not a control.

Why it's commonly missed: it lives in Entra, not Intune, so device admins assume it is someone else's blade.

Roll it out in report-only mode first, review the impact report for a week, exclude your break-glass account,

and define an access path for genuinely unmanageable cases (a tightly scoped browser-only policy beats a

blanket exclusion).

License: Entra ID P1 plus Intune Plan 1 — both included in Business Premium, E3, and E5.
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0 4  —  DATA  P R O T EC T I O N  ( P U R V I EW )

Know your data, keep your evidence

The first three sections protect access. These four settings protect the data itself — and the audit trail

you will need when a regulator, client, or carrier asks what happened. With the US average breach cost

at $10.22M — a record high IBM Cost of a Data Breach Report 2025 — the cheapest part of any incident is the

evidence you already had.

17. Sensitivity labels baseline

purview.microsoft.com → Solutions → Information protection → Sensitivity labels

Sensitivity labels classify documents and emails (e.g., Public / Internal / Confidential / Restricted) and can

attach real protection: encryption that travels with the file, watermarks, and restrictions on external sharing.

A label survives the document leaving your tenant — a forwarded Restricted file stays encrypted.

Why it's commonly missed: labeling feels like a governance project, so it never starts. Start small: three to five

labels, publish to all users, default everything to Internal, and reserve encryption for the top tier only. A

modest taxonomy in production beats a perfect one in a planning document — and labels are the foundation

DLP policies (setting 18) can key on.

License: Manual labeling is included in Business Premium, E3, and E5. Automatic labeling (applying labels based on detected

content) requires E5 or the E5 Compliance add-on.

18. Data loss prevention for SSNs, card numbers, and PHI

purview.microsoft.com → Solutions → Data loss prevention → Policies

DLP policies detect sensitive content — Social Security numbers, credit card numbers, health record

identifiers — leaving via email, SharePoint, OneDrive, or Teams, and respond by warning the user, requiring a

justification, or blocking the send. Microsoft ships templates (U.S. PII, PCI DSS, HIPAA) so you are tuning

detection thresholds, not writing regex.

Why it's commonly missed: fear of false positives blocking legitimate work. The answer is the built-in test

mode: run the policy in simulation with policy tips for two to four weeks, review what it would have caught,

tune, then enforce. Most firms are surprised by what is already flowing out unencrypted — that visibility alone

justifies the policy before it blocks anything.

License: DLP for Exchange, SharePoint, OneDrive, and Teams is included in Business Premium, E3, and E5. Endpoint DLP

(controlling copies to USB, printing, and uploads from the device itself) requires E5 or the E5 Compliance add-on.
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19. Retention policies

purview.microsoft.com → Solutions → Data lifecycle management → Policies → Retention policies

Retention policies keep content for a defined period regardless of user deletion — and can delete it when the

period ends. A deleted mailbox item stays recoverable for compliance and litigation; equally important for

regulated firms, content past its required life leaves the estate instead of waiting to be tomorrow's discovery

burden or breach payload.

Why it's commonly missed: tenants confuse retention with backup, or assume the deleted-items window is

the policy. Default deletion recovery in Microsoft 365 is measured in weeks; HIPAA documentation

expectations run to six years, and legal hold needs are open-ended. Set an org-wide baseline policy for

Exchange, SharePoint, OneDrive, and Teams, then layer location-specific policies where a regulator or

records schedule demands different periods.

License: Org-wide retention policies are included in Business Premium, E3, and E5. Auto-applied retention labels and advanced

records management require E5 or the E5 Compliance add-on.

20. Audit logging — verify it is on, and know your retention window

purview.microsoft.com → Solutions → Audit

The unified audit log records who did what across Microsoft 365: sign-ins, mailbox access, file downloads,

permission changes, forwarding rules created. It is the primary evidence source for every incident

investigation. Open the Audit solution and run a search — if auditing is off, the page shows a banner with a

one-click enable. Do not assume; verify, and document the date you verified.

Why it's commonly missed: auditing is now on by default for most tenants, which is exactly why nobody

checks it — or checks how long the logs last. Breaches take a mean of 241 days to identify and contain IBM Cost

of a Data Breach Report 2025; a 180-day log can be shorter than the question you need it to answer. If your retention

window is shorter than your likely investigation window, export logs on a schedule or extend retention by

license.

License: Audit (Standard) — 180-day retention — is included in Business Premium, E3, and E5. Audit (Premium), with one-year

default retention and richer events such as mail-item access, requires E5 or add-on licensing.

WORK ING  THROUGH  TH I S  L I S T

Sequence matters less than coverage, with two exceptions: do settings 1–3 before anything else, and put

every new Conditional Access policy through report-only mode before enforcing. One setting a week with

proper change control beats twenty in a weekend with a Monday-morning lockout.

Elevate Solutions provides managed IT and cybersecurity for businesses that answer to regulators, clients,

and courts.
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Elevate Solutions

6230 Wilshire Blvd Suite 2120, Los Angeles CA 90048

(424) 400-6625 · support@elevatesolutions.io · elevatesolutions.io

This document is general guidance, not legal advice. Requirements vary by jurisdiction, regulator,

and policy — confirm specifics with your counsel, compliance officer, or carrier.
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